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1. Purpose & Scope

This framework defines how to implement meaningful, verifiable age assurance in digital environments without
creating centralized identity databases or persistent surveillance systems.

The system must:

Verify age thresholds with high confidence
Avoid persistent identity tracking
Avoid cross-platform behavioral profiling

Avoid unnecessary data retention
e Preserve individual civil liberties

Design Principle: Only age eligibility is verified, not full identity. The system proves “over threshold” rather than
“who you are.” Verification tokens are cryptographically signed, time-limited, and stored separately from content
and behavioral logs.

Non-Goals (Immutable)

Track user behavior

Collect personal data by default
Perform content moderation

Enforce ideology or content standards
Operate as a surveillance layer

Inherit OmniSniffer's enterprise trust enforcement mechanisms

2. Operational Definitions

e Age-Adaptive Controls: System mechanisms that dynamically adjust content access based on verified age
tiers.

e Verification Robustness (VR): The strength of a platform's existing age-verification or access-control
mechanisms.

e Governance Gap: A mismatch between technical capability and regulatory or enforcement capacity.

3. Core Design Invariants

The following invariants cannot be modified without a formal version breach and governance review:

Invariant Description Enforcement Mechanism



Minimum Necessary Proof

Only age eligibility is proven. Identity is not required
unless legally mandated.

Token architecture: tokens encode only age
threshold, not identity vector.

Zero Default Retention

No long-term storage of biometric data, ID scans, or
verification artifacts unless legally required.

Ephemeral token design; no persistence layer
by default.

Separation of Verification
and Platform

The age assurance mechanism is logically separated
from the platform consuming the result.

Platform receives token only; no underlying
evidence transmitted.

Ephemeral Credentialing

Verification outputs are cryptographically signed
tokens with expiration windows.

Time-limited token with automatic
invalidation.

No Behavioral Expansion

Age verification cannot evolve into risk scoring,
content tracking, or trust ranking.

Functional drift triggers mandatory
governance review; structural invariant.

Fail-Closed Privacy

System defaults to most restrictive access tier on any
ambiguity or technical failure.

Tier 0 is the fallback; not Tier 1 or higher.

Audit Scope Boundary

Audit logs record system behavior, not user behavior.

Log schema enforced at architecture level;
user identifiers excluded.

Anti-Database Formation

System cannot aggregate verification data in ways that
reconstruct identity profiles.

Token design prevents linkage across
sessions; no cross-session identifiers.

4. Architecture Overview

e Layer 1 — Proof Intake: User provides age evidence through approved methods.

e Layer 2 — Verification Engine: The engine evaluates the evidence and determines threshold eligibility.

e Layer 3 — Token Issuance: System issues a cryptographically signed, time-limited token representing age

eligibility only.

e Layer 4 — Platform Validation: The receiving platform validates the signature and expiration without
receiving underlying user data.

5. Tiered ID Gate

Purpose: Enforce verifiable age-based access while closing governance gaps and reducing youth exposure to age-
inappropriate content and interactions.

Access Level

Verification Requirement

Content / Interaction

Key Notes

0 Anonymous / minimal None Limited content; cannot Public browsing only;
access participate in amplification strict content ceiling
loops; cannot post or generate
content
1 Self-declared minor Self-declared age Restricted content; no Al Temporary access;
content generation no activity monitoring;
not enforcement-grade
2 Verified minor Photo ID or guardian Limited content and social Only age verified, not full
verification engagement identity; hashed token
stored temporarily
3 Verified adult Photo ID verification Full access to platform features Standard enforcement for
legal minimum age
compliance
4 Guardian-linked minor Guardian ID + minor Full minor content access with For educational or
(Optiona confirmation parental oversight supervised use cases
D

Implementation Details

1. Privacy and Security

e  Only age threshold is verified — not name, address, or other identity data

e Verification tokens hashed and cryptographically signed; stored separately from content/behavior logs

e Ephemeral tokens: time-limited expiration windows prevent token reuse




e No long-term biometric storage unless legally mandated

2. Enforcement Mechanics

Users without valid ID cannot proceed beyond Tier 1 (non-enforcement-grade)
Platforms must implement automated verification at onboarding and content amplification points
Noncompliance triggers regulatory review under FTC authority or applicable state enforcement

Civil penalty scaling based on platform monthly active user count

3. Audit and Transparency

Independent verification providers certified and periodically audited

Logs are tamper-evident and cannot be repurposed for behavioral profiling

Any structural drift triggers governance review

4. Failure Mode Management

Over-blocking risk mitigated with Tier O temporary minimal access

Platforms must produce audit logs showing verification success/failure rates without revealing identities

Users without government ID: Tiers 0 and 1 only; platforms cannot eliminate the Tier 0 fallback
Tier 4 (Guardian-Linked) provides supervised access path for minors in education contexts
False positives flagged for secondary review without exposing identity data

6. Heat Map — Structural Pressure Monitoring

The audit layer does not track people. It visualizes structural stress points in the verification system itself, enabling
detection of systemic failure without identifying individuals.

Signal What It Measures Response Trigger
Verification failure rate spikes Volume of ID rejections above baseline Investigation of verification provider
performance

Token misuse attempts

Rate of reuse, replay, or forged token
submissions

Security review; potential revocation
mechanism activation

Signature validation anomalies

Failed cryptographic signature checks

Immediate security audit; potential key
rotation

Expiration abuse patterns

Concentration of near-expiry token usage

Token lifetime parameter review

Geographic regulatory mismatch

High-level jurisdiction anomalies (not user-
level)

Compliance team notification; regulatory
adaptation

7. Artifact vs. Thinking Space Doctrine

Artifact space contains stable definitions, declared scope, versioned architecture, and governance commitments. No

conceptual model becomes architectural policy without explicit versioning.

Drift Control safeguards include immutable scope declaration, functional boundary tests, external audit
compatibility, public transparency statements, and explicit prohibition against identity aggregation.

8. Cross-Platform Considerations

Age assurance must be portable but not trackable. No shared identity registry. No shared behavioral database.
System must adapt to federal, state, and international age laws without compromising privacy constraints.




9. Ethical Position

Children deserve protection. Adults deserve autonomy. Systems that protect one group by surveilling everyone are
structurally unstable.

10. Threat Model Summary

Primary risks include identity database formation, token replay attacks, cross-platform correlation, regulatory
overreach, and functional drift. Mitigations include cryptographic separation, ephemeral tokens, non-linkable flows,
transparent governance, and strict scope enforcement.

11. Extension in Development: mDL/ZK Device-Side Audit Layer

Status: Concept in development. Not yet integrated into the core architecture described in Sections 1-10.

This extension builds on the core “prove threshold, not identity” principle above, addressing a blind spot in standard
Zero-Trust/Zero-Knowledge (ZT/ZK) age verification: without a cryptographically authoritative root of trust, a bad
actor can generate a mathematically valid but fraudulent proof (fabricated identity, spoofed onboarding,
compromised device).

Proposed Fix

Anchor verification to an existing, officially signed credential — the mobile Driver's License (mDL), per the ISO
18013-5 standard — as the root of trust, while using Zero-Knowledge Proofs at the device level to mask the
underlying identity data.

e The state DMV cryptographically signs the master mDL data structure (name, DOB, etc.), establishing an
authoritative root of trust and preventing identity fabrication.

e A local ZK layer, running in device secure hardware, wraps the signed mDL data and generates an
ephemeral ZK-proof instead of transmitting the full profile.

e Only a single verifiable cryptographic statement is transmitted to the requesting platform — effectively,
“the issuing authority confirms this device's owner meets the age threshold.”

e The requesting platform can verify the signature mathematically but never receives name, face, tracking
identifiers, or biometric data, and cannot correlate sessions across platforms.

Audit Role (On-Device, Audit-Only)

This use of an on-device audit function sits downstream of proof generation — it does not generate the ZK-proof
itself and does not touch the ISO 18013-5 cryptographic implementation. Its role is auditing the transmission:
confirming that what leaves the device is the minimal binary age-token and nothing more. If a reader/platform
protocol attempts to request additional attributes beyond the token, the anomaly is flagged and immutably logged.
Architecturally this is a use case of existing provenance/boundary-validation logic (validating that only authorized,
minimal data crosses a defined boundary), not a new detection mechanism.

Open Questions

e Audit-only vs. generation-involved: confirmed direction is audit-only, which keeps the audit function out of
the cryptographic implementation itself.

e Token lifecycle: not yet decided — ephemeral (single-use, destroyed per session) vs. persistent local token
(stored, re-verifiable without a fresh scan).

e Deployment model: on-device places this in an app/SDK context, distinct from an enterprise governance-
platform deployment model.

e Trust-of-the-monitor question: if the device OS itself is compromised, what prevents it from feeding the
audit function false telemetry about what's being transmitted?



Versioning

Version 1.0 (Internal Governance, Feb 2026) established core scope, architectural separation, the audit heat map
layer, drift constraints, and governance boundaries.

Version 1B (Feb 2026) folded this governance material into the combined Accountability Social & AI Age
Verification compendium alongside Al/platform risk classification.

Version 2.0 (this document, September 2026) separates the age-verification architecture back out as a standalone
framework, and adds the in-development mDL/ZK extension. See the companion document, “AI & Social Platform
Accountability Framework,” for the Al-system and platform risk classification material.

End of Document.



